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Guernsey Grammar School & Sixth Form Centre

Rationale:    New technologies have become integral to the lives of children and young people in today’s society, both within school and in their lives outside school.  The internet and other digital information and communications technologies are powerful tools which open up new opportunities for everyone.  These technologies can stimulate discussion, promote creativity and stimulate awareness of context to promote effective learning. The Grammar School and Sixth Form Centre believes in the educational benefits of curriculum internet use.  The Senior Management Team recognises that there are risks and dangers associated with inappropriate use and so plans accordingly to ensure appropriate, effective and safe student use.
Purpose: 

To ensure that students are safe users of the internet system and other communication technologies.  
Links to Core Values, Aims & Objectives:
· Using technology to enhance the learning experience
· Reviewing  the Curriculum to meet the needs of our students  in the ever changing world

· Providing a learning environment that ensures independent study and group work are meaningful and rewarding

Roles & Responsibilities:
Headteacher and Senior Management Team
· The Headteacher is responsible for ensuring the safety (including e-safety) of members of the school community
· The Headteacher will appoint an E-Safety Management Team.

· The Senior Management Team (SMT) will receive regular monitoring reports from the E-Safety Management Team.

· The Headteacher and SMT should be aware of procedures to follow in the event of a serious e-safety allegation being made about a member of staff.
· The Headteacher is responsible for ensuring that the E-safety Management Team receive appropriate CPD to enable them to carry out their e-safety roles and train other colleagues, as relevant

E-Safety Management Team

The Team should comprise of; E Learning Co-ordinator, Child Protection officers 7-11 & Post 16 and ICT Technicians.  Members of the Team will;
· Take day to day responsibility for e-safety issues and has a leading role in establishing and reviewing the school e-safety policies and documents
· Ensure all staff are aware of procedures that need to be followed in the event of an e-safety issue

· Provide training and advice for staff

· Document incidents relating to e-safety in a secure area

· Liaise with the Education Network Managers as appropriate.
· Report regularly to SMT

· Be trained on e-safety issues and be aware of the potential of Child Protection issues that may arise from;

Sharing of personal data

Access to illegal/inappropriate materials

Inappropriate on-line contact with adults and strangers

Cyber-bullying
· Deal with Serious Incidents of Misuse using the guidelines provided by the Education Department Policy.

Teaching Staff are responsible for ensuring that;
· They have an up to date awareness of e-safety matters and the current school e-safety policies and procedures

· They report any suspected misuse or problem to a member of the E-Safety Team

· They have read and understood the school Staff Acceptable Use Policy

· Digital communicate with students (email/virtual learning environment) is on a professional level and only carried out using official school systems.

· E-safety issues are embedded into various aspects of the curriculum and students understand and follow the School Acceptable Use Policy and have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations.
· They monitor ICT activity in lessons and extra curricular activities.
· They are aware of e-safety issues related to the use of mobile phones, cameras and hand held devices and that they monitor their use and implement current school policies with regard to these devices.

· In lessons where internet use is pre planned, students should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches.
(Refer to Actions/Sanctions Grid)
Students

· Are responsible for using the school ICT systems in accordance with the AUP which they will be expected to sign at the start of every academic year before being given access to the school network
· Have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations

· Need to understand the importance of reporting abuse, misuse or access to inappropriate materials

· Will be expected to know and understand the school policy on the use of mobile phones, digital cameras and hand held devices.  They should know and understand school policies on taking/use of images and on cyber bullying
· Should understand the importance of adopting good e-safety practices when using digital technologies out of school and realise that the school’s E-Safety Policy covers their actions out of school, if related to their membership of the school
Student Contribution
· Student voice – Student Council & Sixth Form Forums are involved in developing and reviewing the Student AUP.
· E – Buddies – Year 12 Prefects support our e-safety initiative through assemblies and work with Primary Schools
Parents/Carers
 Parents play an important role in ensuring that their children understand the need to use the internet/mobile devices in an appropriate way.  The school will therefore take every opportunity to help parents understand these issues through newsletters, website/VLE and information about local e-safety campaigns/literature.
Parents and carers will be responsible for;

· Endorsement of the student AUP
· Accessing the school website/VLE in accordance with the relevant Acceptable Use Policy.

Appendices
E- Learning Policy

Behaviour Management Policy 7-11 & Post 16

Actions/Sanctions Grid

E-Safety Policy (Education Department)

Student Acceptable Use Policy

Staff acceptable Use Policy (not agreed)
Parent Statement 
Password Security Policy

