New Password Rules for Students and Teachers
These new rules are being put in place to improve password security so that you can have home access to our school network.
When you arrive back at school on Monday 22nd February you will be forced to change your password.
One week later on Monday 1st March you will be forced to change your password again. 
You will then be forced to change your password every 60 days. You will still have the option to change it at any other time.
You will not be able to repeat passwords within 5 password changes.
Your password must be at least 8 characters long 
Your password must include at least one capital letter
Your password must include at least one number (special characters are counted as numbers)
You will not be able to use the word ‘password’
Passwords Should Not:
· Be a name or any dictionary word
· Relate to your personal life
· Contain consecutive identical characters like ‘aaabbbccc’ 
· Contain common character sequences, such as ‘2345678’ or ‘abcdefg’ 
· Be similar to your User ID 
Tips on Choosing Strong Passwords:
String together two or more words; in this example I have taken the first four letters of two words and used a 0 (zero) instead of an ‘o’.   Grammar School would become
· Gramsch0
you must include one capital letter and a number
· gramSch0  
in this example I have moved the capital letter
· Gram8cho
in this example I have moved the capital letter and used an 8 for an ‘s’
Deliberately misspell a word (communicate)

· coNmun1cate
in this example I have replaced a ‘m’ with a capital N and replaced the letter ‘i’ with 1
· V0lleytall
in this example I have replaced a ‘b’ with t to misspell the word and changed ‘o’ for ‘0’
Shift each letter of a word left or right on the keyboard, the word Computer becomes
· Xin0yrwe 
In this example I have used the key to the left of each letter in Computer and o=0
Have a rule you always stick to (e is always a 3)

· Wednesday becomes W3dn3sday or w3dn3sDay
Use special characters to replace letters

· p@ssw0rdS 
Using special characters between the letters in a word means you can choose a shorter word

· Egypt becomes E&g*y^p%t 
Summary New Rules

Forced change of password every 60 days
Minimum 8 characters
Password must include at least one capital letter
Password must include at least one number
If you forget your password you will need to have it reset by Mr Renyard.

